
A FRAMEWORK 
FOR DEVELOPING 
GENDER-RESPONSIVE 
CYBERSECURITY POLICY
LITERATURE REVIEW



2

A framework for developing gender-responsive cybersecurity policy: 
Literature review

This publication was developed and produced by APC. 
External researcher Paz Peña was the author.

Coordination and editing: Verónica Ferrari and Paula Martins (APC)

Editorial support: Gaurav Jain (APC)

Copy editing: Sugandhi Ravindranathan

Proofreading: Lori Nordstrom (APC)

Design and layout: Cathy Chen (APC) 

Published by APC 2022

Creative Commons Attribution 4.0 International (CC BY 4.0)
https://creativecommons.org/licenses/by/4.0/

ISBN 978-92-95113-55-8
APC-202212-GAPS-R-EN-DIGITAL-345

This publication was developed with support from the UK Government.



3

I. INTRODUCTION

II. IMPORTANT CONCEPTS

III. BACKGROUND OF CYBERSECURITY 
AS A GENDERED SPACE

IV. CYBERSECURITY CONCEPTS:  
TENSIONS FROM A GENDER PERSPECTIVE

V. CRITICAL NODES OF CYBERSECURITY 
FOR A GENDER PERSPECTIVE

VI. CONCLUSIONS

BIBLIOGRAPHY

$��7KH�JHQGHU�JDS�LQ�WKH�F\EHUVHFXULW\�̧HOG�
%��7KH�GLPHQVLRQV�RI�JHQGHU�EDVHG�YLROHQFH�LQ�F\EHUVHFXULW\
&��'LIIHUHQWLDO�YXOQHUDELOLWLHV�WR�F\EHU�DWWDFNV
'��'LIIHUHQWLDO�LPSDFW�RI�F\EHU�LQFLGHQWV�EDVHG�RQ�JHQGHU
(��5HFRQ̧JXULQJ�F\EHUVHFXULW\�DQDO\VLV�IUDPHZRUNV
F) Feminist autonomous internet infrastructure
*��,QWHUQDWLRQDO�SXEOLF�SROLFLHV�RQ�F\EHUVHFXULW\



4

Beyond the fact that cybersecurity problems are formulated in techno-functional 
VGTOU��YJKEJ�IKXGU�KV�CP�QDLGEVKXG�JCNQ��E[DGTUGEWTKV[�KU�C�EQPVGUVGF�ƒGNF�1 As 
&GKDGTV�PQVGU��E[DGTURCEG�JCU�PQ�ƒZGF�RTQRGTVKGU�KP�VKOG�CPF�URCEG��OCMKPI� 
KV�CP�KPJGTGPVN[�RQNKVKECN�ƒGNF��KV�KU�C�EQPVGUV�DGVYGGP�FKHHGTGPV�YQTNFXKGYU�� 
ideologies and strategic interests, even if all these are concealed as  
unquestioned assumptions.2 Indeed, security, as a value, is not universal and  
immutable; instead, security is constantly sustained and elaborated by local 
socio-cultural practices that characterise who and what is considered “safe”  
or “unsafe”, conceptualising the objects that are protected by security and  
CTVKEWNCVKPI�VJG�OQTCN�LWUVKƒECVKQP�HQT�UGEWTKV[�3 Driven by motley theoretical  
currents such as Science and Technology Studies (STS), Human-Computer  
Interaction (HCI) or the Women, Peace and Security (WPS) Agenda, among 
QVJGTU��VJG�IGPFGT�CRRTQCEJ��QP�VJG�QPG�JCPF��NKMG�VJG�VJGQTGVKECN�EWTTGPVU�QH�
feminism and intersectionality, has also entered the dispute about what and 
how cybersecurity is considered. And while there is no cogent theoretical body 
that develops the cybersecurity proposition from these approaches, this  
document intends to explore how these perspectives have been deployed in 
cybersecurity and what elements appear to be cross-cutting. This document is 
C�RCTV�QH�C�HTCOGYQTM�FGXGNQRGF�D[�VJG�#UUQEKCVKQP�HQT�2TQITGUUKXG�%QOOWPK-
ECVKQPU�VJCV�UGGMU�VQ�UWRRQTV�RQNKE[�OCMGTU�CPF�EKXKN�UQEKGV[�QTICPKUCVKQPU�D[�
providing practical guidance for developing gender-responsive cybersecurity 
policies, laws and strategies. Thus, it is expected to contribute to the various 
UVCMGJQNFGTU�KPVGTGUVGF�KP�VJG�EQPVTKDWVKQPU�QH�C�IGPFGT�CRRTQCEJ�VQ�E[DGT� 
UGEWTKV[�VQ�ƒPF�C�VJGQTGVKECN�DCEMITQWPF�VJCV�ECP�UWRRQTV�VJGKT�RQNKEKGU�CPF�
actions.

6JKU�RCRGT�KU�QTICPKUGF�CU�HQNNQYU��ƒTUV��C�UJQTV�RQUKVKQPKPI�QP�KORQTVCPV� 
EQPEGRVU�CTQWPF�IGPFGT��5GEQPF��KV�FGUETKDGU�VJG�IGPGTCN�DCEMITQWPF� 
context that precedes the idea of cybersecurity as a gendered space. The  
third part explores the connections between the irruption of human rights in  
cybersecurity and the gender perspective and analyses the most prevalent 
ETQUUEWVVKPI�EQPEGRVU�VJCV�CRRGCT�KP�VJG�FKHHGTGPV�TGUGCTEJ�VJCV�VCMGU�IGPFGT�
KPVQ�VJG�XCTKQWU�ƒGNFU�QH�E[DGTUGEWTKV[��+P�VJG�HQWTVJ�RCTV��UQOG�QH�VJG�VQRKEU�
where the gender perspective in cybersecurity is more present are discussed 
in depth, to end with a brief chapter of conclusions.

I. INTRODUCTION

1. Nissenbaum, H. (2005). Where computer security meets national security. Ethics and Information Technology, 7, 61-73. https://doi.
org/10.1007/s10676-005-4582-3; Deibert, R. (2018a). Trajectories for future cybersecurity research. In A. Gheciu & W. C. Wohl-
forth (Eds.), The Oxford Handbook of International Security��5NWRUMC��,��
�������5CHG�CV�*QOG��6QYCTFU�C�HGOKPKUV�ETKVKSWG�QH�E[DGTUG-
curity. St. Anthony’s International Review, 15. https://ssrn.com/abstract=3429851 

2. Deibert, R. (2018a). Op. cit.
3. Nissenbaum, H. (2005). Op. cit.
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This literature review draws on diverse research and theoretical currents  
that do not necessarily clarify their perspective on feminism and the gender 
approach; concepts which, although related, are slightly different. Some of 
them use gender approach and feminism indistinctively, others seem to refer to 
gender analysis as a technical realm of feminism, some seem to view gender 
only as a demographic factor, and many of them respond to the aim of gender 
mainstreaming as a strategy for the promotion of gender equality in all societal 
spheres. At the same time, for some of them, gender equals only women, while 
others are explicit about the diversity of identities behind this concept.

$GECWUG�QH�VJKU�FKHƒEWNV[�CPF�EQPUKFGTKPI�VJG�IGPGTCN�CKO�QH�WPFGTVCMKPI�C�
review of how gender has been considered up until now in cybersecurity, this 
RCRGT�FQGU�PQV�OCMG�UKIPKƒECPV�FKUVKPEVKQPU�DGVYGGP�VJGUG�TGNCVGF�PQVKQPU��
However, it respects the concepts raised initially (it does not replace gender with 
feminism, for example) and only raises alerts when gender considerations seem 
to move away from what we understand by gender analysis and feminism. But 
YJCV�FQ�YG�OGCP�D[�VJGUG�EQPEGRVU!�+V�UGGOU��VJGP��KORQTVCPV�VQ�OCMG�C�XGT[�
general conceptual elaboration of ideas that will be repeated in the text.

Gender: The set of ideas, representations, practices and social prescriptions 
elaborated based on the anatomical difference between the sexes. But gender 
is more than a powerful principle of social differentiation: it is a brutal producer 
of discrimination and inequalities. The ideas and practices of gender hierarchise 
human beings socially, economically and legally.

*HQGHU�DSSURDFK�RU�JHQGHU�DQDO\VLV��A tool to analyse gender differences and 
mitigate them. Gender is not just about the difference between the sexes but 
also about power. Therefore, any convincing analysis of the gender order will 
need to combine the study of gender difference with an account of gender  
power. This approach can only analytically and strategically influence certain 
public policies and governmental actions but does not aim to open new  
political perspectives.

Feminism: Feminism is a diverse and interdisciplinary approach to issues of 
equality and equity based on gender, gender expression, gender identity, sex and 
sexuality, as understood through critical social theories and political activism.

Gender mainstreaming: The process of assessing the implications for women 
and men of any planned action, including legislation, policies or programmes, in 
all areas and at all levels. Its ultimate goal is to achieve gender equality.

,QWHUVHFWLRQDO�SHUVSHFWLYH��6JG�KPVGTUGEVKQPCN�RGTURGEVKXG�KFGPVKƒGU�C�U[UVGO� 
of diverse oppressions – among which is gender, but which also includes  
race, religion and social class, among others – that hierarchises a person in 
society, shedding light on other differences that constitute people’s identity and 
enriching the notion of the subject that, until then in feminism, was perceived 
only from its gender; with intersectionality, multiple subjects emerge, traversed 
by diverse attributes. Thus, social problems have become more complex since 
the analysis now considers multiple power systems that were seen separately 
until then.4  

II. IMPORTANT CONCEPTS

4. Collins, P. (2019). Intersectionality as Critical Social Theory��&WMG�7PKXGTUKV[�2TGUU��
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There is a general agreement that gender in cybersecurity has been largely  
absent from cybersecurity discussions as it is still considered a “secondary  
issue” today.5 But just because it is absent from the conversations does not 
mean it does not exist or that cybersecurity is in any way gender-neutral. In 
fact, research shows that cybersecurity, in its broader conception, is a gendered 
URCEG��CHHGEVKPI�JQY�KV�KU�EQPEGKXGF�CPF�FGRNQ[GF�KP�KVU�FKHHGTGPV�ƒGNFU�CPF� 
UVCIGU��OQTG�URGEKƒECNN[��KV�KU�RQKPVGF�QWV�VJCV�VJG�NQIKE�QH�JGIGOQPKE� 
OCUEWNKPKV[�HQWPF�KP�DQVJ�VJG�UGEWTKV[�CPF�VGEJPQNQI[�ƒGNFU�KPHNWGPEGU� 
cybersecurity practices.6  

1P�VJG�QPG�JCPF��VJG�UGEWTKV[�ƒGNF�ECP�DG�EQPUKFGTGF�C�IGPFGTGF�KPUVKVWVKQP�
DGECWUG�IGPFGT�FKHHGTGPEGU�CTG�XGT[�RTGUGPV�QT�OCTMGF��#U�/[TVVKPGP�PQVGU��
“hard” security and related institutions and activities (e.g. the military) are seen 
as masculine in that (“real”) men do them and they “can only be done well by 
men.”7 In contrast, “soft” security (e.g. peace building, health care delivery) is 
associated with femininity. Therefore, its structure, practices, values, rites and 
rituals reflect accepted notions of masculinity and femininity and, in turn, it is an 
institution that helps to create gender identities.8 In this context, cybersecurity is 
still highly related to the military branch, so the latter’s gender patterns tend to 
be repeated in cybersecurity also.9  

.KMGYKUG��FKHHGTGPV�VTCFKVKQPU�QH�HGOKPKUV�CPCN[UKU�JCXG�UQWIJV�VQ�FGPCVWTCNKUG�
the relations with technology attributed to gender. It has been argued that the 
symbolic representation of technology is strongly influenced by gender, to such 
CP�GZVGPV�VJCV�VJG�CHƒPKV[�YKVJ�VGEJPQNQI[�KP�9GUVGTP�UQEKGVKGU�KU�PQY�UGGP�CU�
an integral and constitutive part of both the hegemonic male gender identity 
and the culture of technology, which ends up creating a circle in which more 
OGP�YQTM�KP�VJG�ƒGNF��UQ�VJG[�CTG�VJG�QPGU�YJQ�RTQFWEG�OQTG�VGEJPQNQI[�10  
$G[QPF�VJG�URGEKƒE�EQPVGZV�QH�E[DGTUGEWTKV[��VGEJPQNQI[�FGUKIP�KU�IGPFGTGF��
KV�OKUEQPUVTWGU��QOKVU�CPF�EQPUQNKFCVGU�URGEKƒE�IGPFGTGF�WUCIGU��RTKXKNGIGU�
practices perceived as masculine over feminine, and stereotypes femininity in 
problematic ways.11 These aspects of gender directly impact cybersecurity. 

III. BACKGROUND OF CYBERSECURITY 
AS A GENDERED SPACE

5. 2[VNCM��#��
�������$TKPIKPI�IGPFGT�CPCN[UKU�KPVQ�KPVGTPCVKQPCN�E[DGTUGEWTKV[��Cyber Peace & Security Monitor, 1(8). https://reaching-
criticalwill.org/images/documents/Disarmament-fora/other/icts/monitor/CyberMonitor1.8.pdf; Sharland, L., et al. (2021). System 
Update: Towards a Women, Peace and Cybersecurity Agenda��70+&+4��https://doi.org/10.37559/GEN/2021/03��5JQMGT��5��
�������
Making gender visible in digital ICTs and international security. Report submitted to Global Affairs Canada. https://reachingcriticalwill.
org/images/documents/Disarmament-fora/other/icts/oewg/documents/research-canada-1.pdf 

6. Nieminen, L. (2021). :K\�LV�KXPDQ�WUDIͧFNLQJ�H[FOXGHG�IURP�WKH�(8̸V�F\EHUVHFXULW\"��$Q�H[SORUDWLYH�VWXG\�DERXW�F\EHUVHFXULW\�DQG�
KXPDQ�WUDIͧFNLQJ�LQ�WKH�(XURSHDQ�8QLRQ. JVVR���WTP�MD�UG�TGUQNXG!WTP�WTP�PDP�UG�HJU�FKXC����� 

7. Myrttinen, H. (2020). Tool 1: Security Sector Governance, Security Sector Reform and Gender��&%#(��15%'�1&+*4���70�9QOGP��
https://www.dcaf.ch/tool-1-security-sector-governance-security-sector-reform-and-gender 

8. $CTTGVV��(��,��
�������6JG�1TICPK\CVKQPCN�%QPUVTWEVKQP�QH�*GIGOQPKE�/CUEWNKPKV[��6JG�%CUG�QH�VJG�75�0CX[��Gender, Work & Organisa-
tion, 3(3), 129-142. https://doi.org/10.1111/j.1468-0432.1996.tb00054.x

9. D’Hondt, K. (2016). Women and Cybersecurity. Master’s thesis, Harvard Kennedy School. Nieminen, L. (2021). Op. cit.
10. Wajcman, J. (2000). Reflections on Gender and Technology Studies: In What State is the Art? Social Studies of Science, 30(3), 447-

464. https://doi.org/10.1177/030631200030003005 
11. Millar, K., Shires, J., & Tropina, T. (2021). Gender approaches to cybersecurity: Design, defence and response��7PKVGF�0CVKQPU�+PUVKVWVG�

for Disarmament Research. https://doi.org/10.37559/GEN/21/01 
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https://reachingcriticalwill.org/images/documents/Disarmament-fora/other/icts/monitor/CyberMonitor1.8.pdf
https://reachingcriticalwill.org/images/documents/Disarmament-fora/other/icts/monitor/CyberMonitor1.8.pdf
https://doi.org/10.37559/GEN/2021/03
https://reachingcriticalwill.org/images/documents/Disarmament-fora/other/icts/oewg/documents/research-canada-1.pdf
https://reachingcriticalwill.org/images/documents/Disarmament-fora/other/icts/oewg/documents/research-canada-1.pdf
urn.kb.se/resolve?urn=urn:nbn:se:fhs:diva-9698
https://www.dcaf.ch/tool-1-security-sector-governance-security-sector-reform-and-gender
https://doi.org/10.1111/j.1468-0432.1996.tb00054.x
https://doi.org/10.1177/030631200030003005
https://doi.org/10.37559/GEN/21/01
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For Dunn Cavelty, two different ways of understanding cyber technologies 
RTGXCKN�KP�UQEKGV[��6JG�ƒTUV�UGGU�E[DGTUGEWTKV[�CU�VJG�RTCEVKEG�QH�ƒZKPI�DTQMGP�
objects, and the second sees it as a tool to promote political goals.12 In Reid  
CPF�XCP�0KGMGTMŨU�EQPEGRVWCNKUCVKQP�13 we move from an information security 
CRRTQCEJ�
YJKEJ�UGGMU�VQ�RTQVGEV�GZKUVKPI�EQORWVGT�U[UVGOU�CPF�PGVYQTMU�
from hostile action in an exclusively organisational context) to a broader cyber-
UGEWTKV[�CRRTQCEJ��YJKEJ�KU�OQTG�TGURQPUKXG�VQ�VJG�OCUUKƒECVKQP�QH�VJG�WUG�QH�
digital technologies. In cybersecurity, it is understood that technologies create 
vulnerabilities that can have detrimental effects on society so that “threatening” 
CEVQTU�EQOG�VQ�VJG�HQTG��CPF�C�NKPM�KU�GUVCDNKUJGF�YKVJ�VJG�CDUVTCEV�PQVKQP�QH�
“national security”. States are the actors called upon to restore control over the 
misuse of cyber technologies through a more coordinated and focused effort 
from the national and international society, governments and the private sector. 
+P�VJKU�EQPVGZV��E[DGTURCEG�KU�FGƒPGF�CU�C�EQORNGZ�GPXKTQPOGPV�TGUWNVKPI�HTQO�
the interaction of people, software and services on the internet through  
VGEJPQNQIKECN�FGXKEGU�CPF�PGVYQTMU�EQPPGEVGF�VQ�KV��#PF�E[DGTUGEWTKV[��VJGP��
involves protecting the interests of a person, society or nation, including their 
information-based and non-information-based assets that need to be protected 
HTQO�TKUMU�TGNCVGF�VQ�VJGKT�KPVGTCEVKQP�YKVJ�E[DGTURCEG�14  

$WV�VGPUKQPU�CPF�EQPVTQXGTUKGU�KP�FGƒPKPI�E[DGTUGEWTKV[�WPHQNF�YJGP�QPG�OWUV�
determine the “referent object” of security. 15 A fundamental approach in which 
the gendered perspective of cybersecurity is anchored is the human-centric 
approach. This strategy, instead of prioritising the territorial sovereignty of  
PGVYQTMU��RNCEGU�JWOCP�DGKPIU�Ť�TGICTFNGUU�QH�VJGKT�PCVKQPCNKV[�QT�EKVK\GPUJKR�Ť�
CU�VJG�OCKP�QDLGEVU�QH�UGEWTKV[��YJGTGD[�PGVYQTMU�CTG�UGGP�CU�RCTV�QH�VJG� 
essential basis for the modern exercise of human rights, such as access to 
information, freedom of thought and freedom of association.16 This approach 
differs from national security approaches that conceptualise the state, infra-
structures and institutions as the focus of cybersecurity threats. It may  
also differ from private sector approaches in which humans are reduced to  
PGVYQTM�PQFGU�PGEGUUCT[�VQ�OCZKOKUG�RTQƒV��17 

Discussions on the human-centred approach to cybersecurity have highlighted 
VJG�KORQTVCPEG�QH�KPVGTPCVKQPCN�JWOCP�TKIJVU�NCY�CU�C�DCUKU�CPF�HTCOGYQTM�HQT�
cybersecurity. There is a consensus about the application of international law 
 to cyberspace, with its norms applying fully and without distinction. However, 
UQOG�TKIJVU�CTG�RCTVKEWNCTN[�TGNGXCPV�KP�E[DGTURCEG��CU�VJG[�CTG�ENQUGN[�NKPMGF�VQ�
information in its various aspects and manifestations; for instance, privacy and 
freedom of expression and information complement the right to security, personal 

IV. CYBERSECURITY CONCEPTS: TENSIONS 
FROM A GENDER PERSPECTIVE

12. Dunn Cavelty, M. (2018). Cybersecurity Research Meets Science and Technology Studies. Politics and Governance, 6(2), 22-30. 
https://www.cogitatiopress.com/politicsandgovernance/article/download/1385/1385

13. 4GKF��4�����8CP�0KGMGTM��,��
�������(TQO�KPHQTOCVKQP�UGEWTKV[�VQ�E[DGT�UGEWTKV[�EWNVWTGU��Information Security for South Africa 2014. 
https://ieeexplore.ieee.org/document/6950492

14. +DKF���5NWRUMC��,��
�������1R��EKV�
15. 5NWRUMC��,��
�������1R��EKV���&WPP�%CXGNV[��/��
�������1R��EKV���$TQYP��&�����'UVGTJW[UGP��#��
���������0QXGODGT���9J[�E[DGTUGEWTKV[�

KU�C�JWOCP�TKIJVU�KUUWG��CPF�KV�KU�VKOG�VQ�UVCTV�VTGCVKPI�KV�NKMG�QPG��APC. https://www.apc.org/en/node/35879 
16. Deibert, R. (2018b). Toward a Human-Centric Approach to Cybersecurity. Ethics & International Affairs, 32(4), 411-424. https://doi.

org/10.1017/S0892679418000618 
17. Kumar, S. (2021). The missing piece in human-centric approaches to cybernorms implementation: The role of civil society. Journal 

of Cyber Policy, 6(3), 375-393. https://doi.org/10.1080/23738871.2021.1909090 
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8

freedom and non-discrimination.18 Thus, the danger of “cyber insecurity” should 
never be a pretext for violating human rights, with the protection of human 
rights being at the heart of developing any cybersecurity policy.19 

In this context, the question from the gender approach is to what extent cyber-
security assumes the power systems that socially hierarchise human beings, 
DQVJ�CV�VJG�NGXGN�QH�UVTCVGI[�FGUKIP�CPF�VJG�GHHGEVU�QH�CVVCEMU��+P�VJKU�UGPUG��
ūHGOKPKUV�E[DGTUGEWTKV[Ŭ��CU�5NWRUMC�RWVU�KV�20 is a questioning approach: for 
whom are these technologies made? Where can one intervene? What trade-offs 
are made in technology companies when concerns arise? Whose cyber- 
security is cybersecurity? However, although these questions have been  
increasing in recent years, there is still no complete or agreed conceptualisation 
QH�YJCV�GNGOGPVU�C�E[DGTUGEWTKV[�FGƒPKVKQP�HTQO�VJG�IGPFGT�RGTURGEVKXG�UJQWNF�
encompass. We can, however, highlight some important concepts that different 
authors emphasise.

Firstly, there is a questioning of the supposed neutrality of cyberspace,  
which assumes human beings as a neutral universal entity, since, as feminist 
theoretical currents have denounced, in a hetero-patriarchal and colonial reality, 
that human being always ends up being a white cis-heterosexual male. On the 
QPG�JCPF��VJKU�SWGUVKQPKPI�CHHGEVU�VJG�URJGTG�QH�RGQRNGŨU�TKUMU�CPF�JQY�E[DGTUG-
curity systems and policies assume these differentiated dangers. Human rights 
defenders, journalists and people in marginalised or vulnerable situations due 
to their religion, ethnicity, sexual orientation or gender identity, for example, may 
GZRGTKGPEG�URGEKCN�TKUMU�CPF�UWHHGT�EQPUGSWGPEGU�HTQO�RCTVKEWNCT�VJTGCVU�21  
#U�*CEK[CMWRQINW�CPF�9QPI�CUUGTV��VJG�CUUWORVKQP�VJCV�E[DGTURCEG�KU� 
IGPFGT�PGWVTCN�QXGTNQQMU�FKHHGTGPEGU�KP�VJG�ECRCDKNKVKGU��PGGFU�CPF�RTKQTKVKGU� 
of different genders and how gender norms condition priorities within cyber- 
security designs, where systems are often delineated with the average male 
user in mind.22

As a consequence of the previous point, it seems a vital priority for the gender 
RGTURGEVKXG�KP�E[DGTUGEWTKV[�VQ�FGPQWPEG�VJG�NCEM�QH�FKXGTUKV[�DQVJ�KP�VJG� 
development of technologies and in the design of cybersecurity strategies and 
policies. In this sense, an important part of the feminist approach to cyber-
UGEWTKV[�WPFGTUVCPFU�VJCV�VJG�RTQFWEVKQP�QH�MPQYNGFIG�QH�VGEJPQNQIKGU�CPF�
E[DGTUGEWTKV[�KU�KPGXKVCDN[�NKPMGF�VQ�CEVU�QH�RQYGT�CPF�CUUWOGU�VJCV�KP�RCVTKCT-
EJCN�UQEKGVKGU�YJGTG�9GUVGTP�UEKGPVKƒE�GRKUVGOQNQI[�KU�WPKXGTUCNKUGF��YQOGPŨU�
MPQYNGFIG�KU�UWRRTGUUGF�23 Moreover, particularly in cybersecurity, technical 
expertise is often associated with men and masculinity.24 In this sense, the  
call for diversity has to do with the inspiration of the feminist standpoint  
epistemology, which advocates the revaluation of women’s experiences as valid 

18. Álvarez, D., & Vera, F. (2017). Ciberseguridad y derechos humanos en América Latina. In A. del Campo (Ed.), Hacia una internet 
libre de censura II: Perspectivas en América Latina��7PKXGTUKFCF�FG�2CNGTOQ��https://www.palermo.edu/cele/pdf/investigaciones/
Hacia_una_internet_libre_de_censura_II.pdf 

19. Brown, D., & Esterhuysen, A. (2019, 28 November). Op. cit.
20. 5NWRUMC��,��
�������1R��EKV�
21. Brown, D., & Esterhuysen, A. (2019, 28 November). Op. cit.
22. *CEK[CMWRQINW��)�����9QPI��;��
�������Gender, Security and Digital Space: Issues, Policies, and the Way Forward. S. Rajaratnam 

School of International Studies. https://www.rsis.edu.sg/rsis-publication/cens/gender-security-and-digital-space-issues-poli-
cies-and-the-way-forward 

23. $CTF\GNN��5��
�������(GOKPKUV�*%+��6CMKPI�UVQEM�CPF�QWVNKPKPI�CP�CIGPFC�HQT�FGUKIP��Proceedings of the SIGCHI Conference on Human 
Factors in Computing Systems (CHI ‘10). https://doi.org/10.1145/1753326.1753521 

24. Millar, K., Shires, J., & Tropina, T. (2021). Op. cit.

https://www.palermo.edu/cele/pdf/investigaciones/Hacia_una_internet_libre_de_censura_II.pdf
https://www.palermo.edu/cele/pdf/investigaciones/Hacia_una_internet_libre_de_censura_II.pdf
https://www.rsis.edu.sg/rsis-publication/cens/gender-security-and-digital-space-issues-policies-and-the-way-forward
https://www.rsis.edu.sg/rsis-publication/cens/gender-security-and-digital-space-issues-policies-and-the-way-forward
https://doi.org/10.1145/1753326.1753521
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alternative epistemologies for cybersecurity.25 This means problematising the 
NCEM�QH�KPVGTUGEVKQPCN�FKXGTUKV[�KP�KVU�DTQCFGUV�UGPUG��HTQO�VJG�NCEM�QH�FKXGTUG�
RGQRNG�YQTMKPI�KP�VJG�KPFWUVT[�CPF�FGXGNQRKPI�RQNKEKGU��VQ�VJG�PGGF�HQT�C�ETKVKECN�
NQQM�CV�VJG�OGVJQFQNQIKGU�DGJKPF�E[DGTUGEWTKV[�

Thus, on the one hand, it critically reviews cybersecurity models that persist in 
OGVJQFQNQIKGU�VJCV�UWHHGT�HTQO�IGPFGT�DKCUGU�CPF�MPQYNGFIG�ICRU��#EEQTFKPI�
VQ�,WNKC�5NWRUMC��C�HGOKPKUV�CRRTQCEJ�VQ�E[DGTUGEWTKV[�OWUV�DG�ITQWPFGF�D[�C�
focus on harms to humans.26 Moreover, the challenge of analysing the potential 
JCTO�VQ�RGQRNG�HTQO�E[DGT�CVVCEMU�KU�VQ�NGCXG�DGJKPF�VJG�ūRWDNKE�XGTUWU�RTKXCVGŬ�
separation made by the traditional stream of cybersecurity focused on  
national security. Instead, it is also necessary to focus on the micro-level  
impacts,27 such as domestic and private spaces, as the latter cannot be  
assumed only as a security space under the threat of external adversaries.28 
This implies leaving behind a certain elitism of traditional cybersecurity,  
GURGEKCNN[�YJGP�VGEJPQNQI[�WUGTU�CTG�SWCNKƒGF�QPN[�CU�C�ūJWOCP�HCEVQTŬ�� 
OCMKPI�VJGO�KPXKUKDNG�CPF�EJQQUKPI�VQ�HQEWU�QP�OQTG�RQYGTHWN�CEVQTU�UWEJ�
as companies, states or militaries.29��*QYGXGT��VJG�QPN[�YC[�VQ�MPQY�YJCV�VJG�
various threats that can affect people are is to renew threat-modelling practices 
and focus on citizens’ experiences with online threats and how they relate to  
cybersecurity both as a concept and as a practice.30 In other words, participa-
tory security design is needed, as this avoids the assumption that the security 
of the individual will be derived from the security of a technical system and 
includes the perspective of actors who may generally be marginalised.31 This 
KU�YKVJKP�VJG�VTGPF�QH�VJKPMKPI�FKUVKPEVN[�CDQWV�E[DGTUGEWTKV[��CPF�OQXKPI�HTQO�
considering people as a problematic and thus excluded layer, to considering  
humans as part of the solution, recognising the potential they have to contribute 
to the success of cybersecurity within the broader socio-technical system.32  

The challenges do not stop there, because once cybersecurity is focused at  
VJG�OKETQ�NGXGN��K�G��KP�RGTUQPCN�UGEWTKV[�URCEGU��KV�KU�ETKVKECN�VQ�TGVJKPM�E[DGT� 
security education methodologies. Too often today, technical jargon and  
victim-blaming are resorted to, i.e. users are reprimanded for choosing  
YGCM�RCUUYQTFU��ENKEMKPI�QP�RJKUJKPI�NKPMU�QT�UJCTKPI�PWFKV[�33 Moreover,  
methodologies such as “holistic security”, widely used by digital security experts 

25. 5NWRUMC��,���&CYUQP�&WEMYQTVJ��5���/C��.�����0GHH��)��
�������2CTVKEKRCVQT[�VJTGCV�OQFGNNKPI��'ZRNQTKPI�RCVJU�VQ�TGEQP-
ƒIWTG�E[DGTUGEWTKV[��Extended Abstracts of the 2021 CHI Conference on Human Factors in Computing Systems. https://doi.
org/10.1145/3411763.3451731 

26. 5NWRUMC��,��
�������1R��EKV�
27. 6KEMPGT��,��#��
�������(GOKPKUV�TGURQPUGU�VQ�KPVGTPCVKQPCN�UGEWTKV[�UVWFKGU��Peace Review, 16(1), 43-48. https://doi.org/10.1080/104

0265042000210148 
28. 5NWRUMC��,��
�������1R��EKV�
29. 5VKNN��CP�KORQTVCPV�ECXGCV�OWUV�DG�OCFG��ECNNU�HQT�VJG�KPENWUKQP�QH�FQOGUVKE�CPF�RTKXCVG�URCEGU�KPVQ�E[DGTUGEWTKV[�HTCOGYQTMU�

must be careful to justify unwanted intrusions into the lives of minority and lower-class populations since, traditionally, these are 
VJG�OQUV�XWNPGTCDNG�VQ�EQPUVCPV�UVCVG�KPVGTXGPVKQPU��5GG��5NWRUMC��,��
�������1R��EKV�

30. 5NWRUMC��,���&CYUQP�&WEMYQTVJ��5���0GHH��)���GV�CN��
�������5HFRQͧJXUH��)HPLQLVW�$FWLRQ�5HVHDUFK�LQ�&\EHUVHFXULW\��4GEQPƒIWTG�0GV-
YQTM��JVVRU���YYY�QKK�QZ�CE�WM�PGYU�GXGPVU�PGYU�TGEQPƒIWTG�HGOKPKUV�CEVKQP�TGUGCTEJ�KP�E[DGTUGEWTKV[

31. 2CTMKP��5���2CVGN��6���.QRG\�0GKTC��+�����6CPE\GT��.��
�������7UCDKNKV[�CPCN[UKU�QH�UJCTGF�FGXKEG�GEQU[UVGO�UGEWTKV[��+PHQTOKPI�
support for survivors of IoT-facilitated tech-abuse. Proceedings of the New Security Paradigms Workshop (NSPW ‘19). https://doi.
org/10.1145/3368860.3368861��5NWRUMC��,���&CYUQP�&WEMYQTVJ��5���/C��.�����0GHH��)��
�������1R��EKV�

32. Zimmermann, V., & Renaud, K. (2019). Moving from a “human-as-problem” to a “human-as-solution” cybersecurity mindset. Inter-
national Journal of Human-Computer Studies, 131, 169-187. https://doi.org/10.1016/j.ijhcs.2019.05.005 

33. 5NWRUMC��,���&CYUQP�&WEMYQTVJ��5���0GHH��)���GV�CN��
�������1R��EKV�

https://doi.org/10.1145/3411763.3451731
https://doi.org/10.1145/3411763.3451731
https://doi.org/10.1080/1040265042000210148
https://doi.org/10.1080/1040265042000210148
https://www.oii.ox.ac.uk/news-events/news/reconfigure-feminist-action-research-in-cybersecurity
https://doi.org/10.1145/3368860.3368861
https://doi.org/10.1145/3368860.3368861
https://doi.org/10.1016/j.ijhcs.2019.05.005
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KP�VJG�ƒGNF�QH�JWOCP�TKIJVU�FGHGPFGTU��CTG�UGGMKPI�VQ�OQXG�CYC[�HTQO�VJG�OC-
chine and be closer to feminist practices of care and self-care. This approach  
rejects the militaristic security tradition and proposes a care-oriented  
FGƒPKVKQP�QH�UGEWTKV[�CU�ūYGNN�DGKPI�KP�CEVKQPŬ��YJGTGD[�ECTG�OGCPU�TGLGEVKPI� 
fear of abstract threats and instead embracing what is imminent and  
meaningful in people and their own bodies.34 In addition, education should  
PQV�QPN[�HQEWU�QP�VJG�RQVGPVKCN�TGEKRKGPVU�QH�FKIKVCN�CVVCEMU��CU�VJKU��CEEQTFKPI� 
VQ�5NWRUMC��OCMGU�VJGO�TGURQPUKDNG�HQT�CXQKFKPI�VJGKT�OKUWUG�

Education should also be targeted at abusers and sellers of abuse  
tools, who bear the primary responsibility for the harm the tools cause. 
While most purveyors and clients of abuse tools may be beyond  
persuasion, some may not realise their actions are unethical due  
to a social environment which is friendly to surveillance practices.  
Feminist principles of consent and respect for individual autonomy  
could be incorporated into digital ethics and taught from an early age.35 

34. -C\CPUM[��$��
�������ŧ+V�FGRGPFU�QP�[QWT�VJTGCV�OQFGNŨ��VJG�CPVKEKRCVQT[�FKOGPUKQPU�QH�TGUKUVCPEG�VQ�FCVC�FTKXGP�UWTXGKNNCPEG��Big 
Data & Society, 8(1). https://doi.org/10.1177/2053951720985557 

35. 5NWRUMC��,��
�������1R��EKV�

https://doi.org/10.1177/2053951720985557
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+P�VJG�HQNNQYKPI�UGEVKQP��YG�KFGPVKH[�URGEKƒE�PQFGU�QH�E[DGTUGEWTKV[�VJCV�IGPFGT�
TGUGCTEJ�JCU�NQQMGF�CV�ETKVKECNN[��6JG�ETQUU�EWVVKPI�EQPEGRVU�VJCV�YG�GZCOKPGF�
above are also deployed in all these nodes. As will be seen, all the nodes are 
KPVGTTGNCVGF��UQ�VJKU�ENCUUKƒECVKQP�Ť�CPF��VJGTGHQTG��VJGKT�UGRCTCVKQP�Ť�KU�QPN[�
intended for the referential ordering of bodies of research and more robust 
evidence. 

V. CRITICAL NODES OF CYBERSECURITY 
FOR A GENDER PERSPECTIVE

G) International public  
policies on cybersecurity
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There is a broad consensus that, for some years now, driven by digitisation and 
VJG�TKUG�QH�E[DGT�CVVCEMU��VJG�INQDCN�E[DGTUGEWTKV[�KPFWUVT[�JCU�DGGP�UWHHGTKPI�
HTQO�C�FTCOCVKE�NCEM�QH�UMKNNGF�YQTMGTU��6JG�EWTTGPV�E[DGTUGEWTKV[�YQTMHQTEG�
ICR�UVCPFU�CV�OQTG�VJCP�����OKNNKQP�UMKNNGF�RTQHGUUKQPCNU�YQTNFYKFG��CPF� 
although the number of industry professionals grew by more than 700,000 in 
������YQOGP�UVKNN�TGRTGUGPV�QPN[�CDQWV�����QH�VJG�E[DGTUGEWTKV[�YQTMHQTEG��
EQORCTGF�VQ�CV�NGCUV�����QH�VJG�INQDCN�YQTMHQTEG��CEEQTFKPI�VQ�VJG�2GY� 
Research Center.36 

6JKU�RTQDNGO�JCU�DGGP�NQQMGF�CV�UQ�HCT�HTQO�VYQ�RGTURGEVKXGU��KPFWUVT[�CPF�
RCTVKEKRCVKQP�KP�E[DGTUGEWTKV[�TGNCVGF�RQNKEKGU��.KMGYKUG��KV�UGGOU�PGEGUUCT[�
VQ�GORJCUKUG�VJCV��CNVJQWIJ�VJG�DCUKU�QH�VJG�RTQDNGO�UGGOU�VQ�DG�VJG�NCEM�QH�
women’s participation in these spaces, there is a growing recognition on the 
one hand that not all women suffer equally from this discrimination and other 
KPVGTUGEVKQPCN�ETQUUKPIU�CTG�GUUGPVKCN�VQ�OCMG�KP�VJG�CPCN[UKU�CPF��QP�VJG�QVJGT�
hand, that the diversity crisis goes beyond women’s participation alone and that 
other groups historically discriminated against continue to be excluded.

Diversity in the industry

A global qualitative study by (ISC)², published in 2021, concluded that there is a 
widespread perception that professionals in the cybersecurity industry have a 
XGT[�JQOQIGPGQWU�RTQƒNG��OKFFNG�CIGF�YJKVG�OGP�YKVJ�OQTG�VJCP�GKIJV�[GCTU�
QH�GZRGTKGPEG�KP�CP�+6�QT�EQORWVGT�TGNCVGF�ƒGNF�37 In addition, a systematic  
RTQDNGO�KU�KFGPVKƒGF�CV�DQVJ�GPFU�QH�VJG�U[UVGO�VJCV�HWTVJGT�CHHGEVU�VJG� 
industry: on the one hand, the incorporation of young women is very slow,  
CPF�QP�VJG�QVJGT��VJG�NCEM�QH�FKXGTUKV[�KU�RCTVKEWNCTN[�UKIPKƒECPV�KP�NGCFGTUJKR� 
RQUKVKQPU��6JKU�NCEM�QH�FKXGTUKV[�KP�E[DGTUGEWTKV[�VGCOU�DGEQOGU�C�XKEKQWU�EKTENG�
CU�KV�OCMGU�YQTMKPI�EQPFKVKQPU�HQT�YQOGP�KP�E[DGTUGEWTKV[�GXGP�OQTG�FKHƒEWNV��
For example, Barsh and Yee highlighted the relationship between the level of 
FKXGTUKV[�KP�CP�QTICPKUCVKQP�CPF�VJG�NKMGNKJQQF�QH�HGOCNGU�DGKPI�RTQOQVGF�VQ�
senior positions.38��.KMGYKUG��VJG�KPVGPUG�YQTMKPI�JQWTU�KP�VJG�OCUEWNKPKUGF�

A) THE GENDER GAP IN THE 
CYBERSECURITY FIELD 

36. (ISC)². (2021). In Their Own Words: Women and People of Color Detail Experiences Working in Cybersecurity. https://www.isc2.org/-/
OGFKC�+5%��&'+�&'+�/CTMGV�4GUGCTEJ������CUJZ 

37. Ibid.
38. Barsh, J., & Yee, L. (2011). Unlocking the full potential of women in the US economy. McKinsey & Company.
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EWNVWTG�QH�E[DGTUGEWTKV[�KU�CP�KORTCEVKECN�OQFGN�HQT�RGQRNG�
OQTG�NKMGN[�VQ�DG�
women) with caregiving responsibilities.39 Also, bullying and cyberbullying are 
widespread problems, as shown by a recent study by Respect in Security, which 
estimates that about one-third of cybersecurity professionals have had personal 
experiences of online (32%) and in-person (35%) bullying.40 

#PQVJGT�RTQDNGO�KU�VJG�NCEM�QH�FKXGTUKV[�TGNCVGF�VQ�RGQRNGŨU�GZRGTKGPEG�CPF�
UMKNNU�41 That is, the shortage of diversity relates not only to gender, race or  
religion but also to the formation of teams with a variety of experiences that  
can bring a pluralistic culture and innovative approaches to problem solving,  
as adversaries will exploit the unconscious bias ingrained in the industry by  
recognising and circumventing the homogeneity of typical security approaches.42  
King-Close argues that as cybersecurity is a new warfare domain that requires 
new perspectives on problem solving, some of the barriers that have deterred 
women and other groups from war- and technology-related roles in other  
ƒGNFU�ECP�DG�EQWPVGTGF�43 A sign of this is, for example, the growing need to  
incorporate psychology into cybersecurity analysis, which may be an oppor-
tunity for greater diversity, as it is a somewhat feminised career. However, so 
far, training beyond science, technology, engineering and mathematics (STEM) 
ƒGNFU�KU�IGPGTCNN[�PQV�TGYCTFGF�KP�E[DGTUGEWTKV[��CU�OQUV�GORNQ[GTU�EQPUKFGT�
computer science or engineering training a priority in cybersecurity.44 

Among the responses to this problem, at the educational level, there is growing 
GXKFGPEG�QH�VJG�PGGF�HQT�CP�KPVGTUGEVKQPCN�NQQM�CV�VJKU�NQY�KPEQTRQTCVKQP�QH� 
women into cybersecurity, particularly concerning their experiences of  
GFWECVKQP�KP�56'/�ƒGNFU�YJGP�IGPFGT�KU�ETQUUGF�YKVJ�TCEG�CPF�GVJPKEKV[�45 
Additionally, at the professional level, the industry is gradually adopting DEI 
(diversity, equity and inclusion) methodologies to increase diversity within the 
cybersecurity profession, creating space for respecting biological, demographic 
QT�EWNVWTCN�FKHHGTGPEGU��CU�YGNN�CU�FKHHGTGPEGU�KP�VJKPMKPI��GZRGTKGPEG��CDKNKV[��QT�
leadership style.46 

Diversity in governance

)GPFGT�KU�C�XKVCN�FGVGTOKPCPV�QH�VJG�UGEWTKV[�TKUMU�HCEGF�D[�YQOGP��OGP�CPF�
people of different gender identities and expressions online and the extent to 
which they can safely access and use online spaces. Therefore, it becomes 
KORGTCVKXG�VQ�CFFTGUU�VJG�NCEM�QH�RCTVKEKRCVKQP�QH�YQOGP�CPF�RGQRNG�QH�FKXGTUG�
gender identities in cybersecurity provision and governance by incorporating a 
gender perspective into cybersecurity oversight, provision, and management.47  
*QYGXGT��CEEQTFKPI�VQ�$TQYP�CPF�2[VNCM��VJG�RCTVKEKRCVKQP�QH�YQOGP�YQTMKPI�KP�

39. D’Hondt, K. (2016). Op. cit.; Millar, K., Shires, J., & Tropina, T. (2021). Op. cit.
40. Respect in Security. (2021, 21 July). Over a third of cybersecurity professionals have experienced harassment at industry events. 

https://respectinsecurity.org/respect-in-security-press-release 
41. (ISC)². (2021). Op. cit.
42. $NCKT��,��4��5���*CNN��#��1�����5QDKGUM��'��
�������'FWECVKPI�(WVWTG�/WNVKFKUEKRNKPCT[�%[DGTUGEWTKV[�6GCOU��Computer, 52(3), 58-6. 

https://doi.org/10.1109/MC.2018.2884190 
43. King-Close, A. M. (2016). A gender analysis of cyber war. Master’s thesis, Harvard Extension School.
44. Poster, W. R. (2018, 26 March). Cybersecurity needs women. Nature. https://www.nature.com/articles/d41586-018-03327-w 
45. $WTTGNN��&��
�������#P�GZRNQTCVKQP�QH�VJG�E[DGTUGEWTKV[�YQTMHQTEG�UJQTVCIG��International Journal of Hyperconnectivity and the Internet 

of Things, 2(1). http://dx.doi.org/10.4018/IJHIoT.2018010103 
46. (ISC)². (2021). Op. cit.
47. &QTQMJQXC��'���XCNG��J���.CȊȐ��8�����/CJOWVQXKE��#��
�������Cyber violence against women and girls in the Western Balkans: Selected case 

studies and a cybersecurity governance approach. The Geneva Centre for Security Sector Governance (DCAF). https://www.dcaf.ch/
UKVGU�FGHCWNV�ƒNGU�RWDNKECVKQPU�FQEWOGPVU�%[DGT8#9)AKPA9$�RFH 

https://respectinsecurity.org/respect-in-security-press-release
https://doi.org/10.1109/MC.2018.2884190
https://www.nature.com/articles/d41586-018-03327-w
http://dx.doi.org/10.4018/IJHIoT.2018010103
https://www.dcaf.ch/sites/default/files/publications/documents/CyberVAWG_in_WB.pdf
https://www.dcaf.ch/sites/default/files/publications/documents/CyberVAWG_in_WB.pdf
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E[DGTUGEWTKV[�RQNKE[�CPF�FKRNQOCE[�JCU�DGGP�OWEJ�NGUU�UVWFKGF�VJCP�VJG�NCEM�
of diversity in the industry, both in its quantitative and qualitative dimensions.48  
For example, an analysis of international cybersecurity negotiations by the  
7PKVGF�0CVKQPU�+PUVKVWVG�HQT�&KUCTOCOGPV�4GUGCTEJ�
70+&+4��HQWPF�VJCV� 
YQOGP�CEEQWPVGF�HQT�QPN[�QPG�KP�ƒXG�RCTVKEKRCPVU��CPF�YJGP�UVCVGU�UGPV�C� 
single representative, it almost invariably was a man.49 

9QOGPŨU�RCTVKEKRCVKQP�KP�KPVGTPCVKQPCN�E[DGTUGEWTKV[�FGEKUKQP�OCMKPI�KU� 
important not only as a concrete way to decrease gender inequality, but also  
in bringing a diversity of perspectives that can allow for more careful handling 
of information and better policy decisions, including the unique needs that 
YQOGP�JCXG�KP�VJG�E[DGTUGEWTKV[�ƒGNF�50�+P�VJGKT�TGUGCTEJ��$TQYP�CPF�2[VNCM�
identify that culturally assigned patriarchal roles influence in different ways the 
GZRGTKGPEG�QH�YQOGP�KP�E[DGT�RQNKVKEU��HTQO�VJGKT�NCEM�QH�RCTVKEKRCVKQP�VQ�VJG�
constant undermining of their political leadership.51 In addition, as is common 
KP�UQEKGV[��ECTGIKXKPI�VCUMU��YJKEJ�IGPGTCNN[�HCNN�QP�YQOGP��CTG�CICKP�C�HCEVQT�QH�
discrimination. However, for these researchers, the problem of gender diversity 
is not a “cyber”-unique reality but a broader societal problem that manifests 
itself as gender inequality in cybersecurity spaces, so addressing it goes hand  
in hand with more overall changes in the general culture.

48. $TQYP��&�����2[VNCM��#��
�������Why Gender Matters in International Cyber Security. Women’s International League for Peace and 
Freedom and the Association for Progressive Communications. https://www.apc.org/en/pubs/why-gender-matters-internation-
al-cyber-security 

49. 70+&+4��
�������Fact sheet: Gender in cyber diplomacy. https://unidir.org/publication/fact-sheet-gender-cyber-diplomacy 
50. Sharland, L., et al. (2021). Op. cit. 
51. $TQYP��&�����2[VNCM��#��
�������1R��EKV�

https://www.apc.org/en/pubs/why-gender-matters-international-cyber-security
https://www.apc.org/en/pubs/why-gender-matters-international-cyber-security
https://unidir.org/publication/fact-sheet-gender-cyber-diplomacy
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B) THE DIMENSIONS OF GENDER-BASED 
VIOLENCE IN CYBERSECURITY

Much research on gender and cybersecurity comes from studies on  
gender-based violence and gender inequality in the digital technologies  
sector.52��9QOGP�CPF�IKTNU�HCEG�URGEKƒE�E[DGT�VJTGCVU�KP�VJG�FKIKVCN�CIG�VJCV� 
are considered forms of gender-based violence as they occur because of  
their gender, or because they disproportionately affect one gender. While  
this violence is mediated by digital technology, it is part of the same offline 
structural violence; but its technological dimension adds elements of search, 
persistence, replicability and scalability that facilitate the aggressors’ access 
to their targets and can exacerbate the harm. Online gender-based violence 
(OGBV) can manifest itself in various forms and different ways, but it is  
prevalent for aggressors to use privacy violations as their primary weapon. 
6JWU��HQT�GZCORNG��CU�TGEQIPKUGF�KP�C�TGRQTV�D[�VJG�70�5RGEKCN�4CRRQTVGWT�QP�
XKQNGPEG�CICKPUV�YQOGP��VJGTG�CTG�CVVCEMU�UWEJ�CU�PQP�EQPUGPUWCN�CEEGUUKPI��
using, manipulating, disseminating or sharing of private data, information and/
or content, photographs and/or videos, including sexualised images, audio clips 
and/or video clips or “Photoshopped” images.53 Despite being a growing type of 
violence with material, psychological and economic consequences for women 
and society, OGBV is still often disregarded as a problem for cybersecurity due 
to the sub-estimation of domestic/private issues and the preference to prioritise 
major threats.54 This disdain has direct consequences on women and girls, as  
in addition to OGBV, it also dismisses technology-facilitated intimate violence, 
online political gender-based violence, and the gender-based violence  
component of terrorist radicalisation on the internet.

6GEJPQNQI[�HCEKNKVCVGF�CDWUG�D[�KPVKOCVG�RCTVPGTU�
CNUQ�MPQYP�CU�KPVKOCVG� 
RCTVPGT�CDWUG��+2#��JCU�C�UKIPKƒECPV�FKHHGTGPEG�HTQO�QVJGT�V[RGU�QH�1)$8�� 
mainly because aggressors and survivors are not strangers; in fact, they are or 
have been involved in an intimate relationship that includes a daily coexistence 
at both online and offline levels. This means that aggressors not only have 
access to victims and their devices in the physical world but may also have 
KPVKOCVG�MPQYNGFIG�QH�VJGO��VJGKT�TQWVKPGU��JCDKVU�CPF�RTGHGTGPEGU�55 Mainly 

52. Ibid.
53. ɵKOQPQXKȦ��&��
�������Report of the Special Rapporteur on violence against women, its causes and consequences on online violence 

against women and girls from a human rights perspective. A/HRC/38/47. https://undocs.org/A/HRC/38/47
54. 5NWRUMC��,��
�������1R��EKV�
55. Leitao, R. (2019). Anticipating Smart Home Security and Privacy Threats with Survivors of Intimate Partner Abuse. DIS ‘19: Pro-

ceedings of the 2019 on Designing Interactive Systems Conference. https://doi.org/10.1145/3322276.3322366 

A
B
C
D
E
F
G

https://undocs.org/A/HRC/38/47
https://doi.org/10.1145/3322276.3322366


16

56. *CTTKU��$��#�����9QQFNQEM��&��
�������&KIKVCN�%QGTEKXG�%QPVTQN��+PUKIJVU�HTQO�VYQ�NCPFOCTM�FQOGUVKE�XKQNGPEG�UVWFKGU��The British 
Journal of Criminology, 59(3), 530-550. https://doi.org/10.1093/bjc/azy052��.GKVCQ��4��
�������1R��EKV���2CTMKP��5���2CVGN��6���.QRG\�0GK-
TC��+�����6CPE\GT��.��
�������1R��EKV���5NWRUMC��,��
�������1R��EKV���5NWRUMC��,�����6CPE\GT��.��/��
�������6JTGCV�/QFGNKPI�+PVKOCVG�2CTVPGT�
Violence: Tech Abuse as a Cybersecurity Challenge in the Internet of Things. In J. Bailey, A. Flynn & N. Henry (Eds.), The Emerald 
International Handbook of Technology-Facilitated Violence and Abuse. Emerald Publishing Limited. https://doi.org/10.1108/978-1-
83982-848-520211049 

57. 2CTMKP��5���2CVGN��6���.QRG\�0GKTC��+�����6CPE\GT��.��
�������1R��EKV�
58. 5NWRUMC��,��
�������1R��EKV�
59. 5JQMGT��5��
�������1R��EKV�
60. ɵKOQPQXKȦ��&��
�������Report of the Special Rapporteur on violence against women, its causes and consequences on violence against 

women in politics. A/73/301. https://undocs.org/A/73/301
61. Among the reasons for considering disinformation as a threat to cybersecurity is how data manipulation operations manipulate 

RGQRNGŨU�HGCTU�CPF�GOQVKQPU��EQORTQOKUKPI�KPHQTOCVKQP�UGEWTKV[�CPF�WVKNKUKPI�VJG�E[DGT�KPHTCUVTWEVWTG��5GG��'7�&KUKPHQ�.CD��
������
24 May). Why Disinformation is a Cybersecurity Threat. https://www.disinfo.eu/advocacy/why-disinformation-is-a-cybersecuri-
ty-threat 

62. Di Meco, L. (2020). 2QOLQH�7KUHDWV�WR�:RPHQ̸V�3ROLWLFDO�3DUWLFLSDWLRQ�DQG�7KH�1HHG�IRU�D�0XOWL�6WDNHKROGHU��&RKHVLYH�$SSURDFK�WR�
Address Them��70�9QOGP��')/�%59������'2���JVVRU���YYY�WPYQOGP�QTI�UKVGU�FGHCWNV�ƒNGU�*GCFSWCTVGTU�#VVCEJOGPVU�5GE-
tions/CSW/65/EGM/Di%20Meco_Online%20Threats_EP8_EGMCSW65.pdf 

influenced by Human-Computer Interaction (HCI), several authors have  
begun to investigate the role digital technologies can play in abusive relation-
ships,56�CPF��OQTG�URGEKƒECNN[��VJG�TQNG�QH�VJG�ūKPVGTPGV�QH�VJKPIUŬ�
+Q6��CPF�KVU�
relationship with IPA and security. The characteristics of digital technologies,  
including issues such as their usability settings, can be misused, opening 
avenues for the perpetrator of domestic abuse and intimate partner violence to 
KPHNKEV�ūVGEJPQ�CDWUGŬ��K�G��VQ�UWTXGKN��EQGTEG�QT�EQPVTQN�CPQVJGT�RGTUQP��OCMKPI�
the safety of IoT devices crucial for groups and communities in vulnerable  
relationships.57�.KMGYKUG��CPF�FGURKVG�KVU�RTGXCNGPEG�KP�UQEKGV[��+2#�KU�CNOQUV�
wholly ignored in smart home device security analysis research, where device 
FGUKIP�ūOQUVN[�CUUWOGU�VJCV�VJG�ŧ1YPGTŨ�QH�VJG�FGXKEG�FQGU�PQV�RQUG�C�VJTGCV� 
to other users of the device. This omission reflects what feminist theorists  
have long criticised, namely the internal/external binary in which the home is 
imagined to be a place of safety under threat from external adversaries.”58  

.KMGYKUG��CPF�CNVJQWIJ�+%6�OGFKCVGF�IGPFGT�DCUGF�XKQNGPEG�QHVGP�HCNNU�DGNQY�
the legal threshold of war, ICTs can be conceptualised as tools that disrupt  
political life through gender-based violence, but, as in many other policy  
FQOCKPU��VJGTG�KU�C�FGCTVJ�QH�U[UVGOCVKE�FCVC�EQNNGEVKQP�QP�VJGUG�CVVCEMU�� 
both during and outside of government transitions.59 In this regard, in her  
�����URGEKƒE�TGRQTV�QP�XKQNGPEG�CICKPUV�YQOGP�KP�RQNKVKEU�60�VJG�70�5RGEKCN�
4CRRQTVGWT�QP�XKQNGPEG�CICKPUV�YQOGP�KFGPVKƒGU�FKUKPHQTOCVKQP�D[�UVCVG�CPF�
non-state actors as a form of online gender-based violence:

7NVKOCVGN[��QPNKPG�XKQNGPEG�CICKPUV�YQOGP�KP�RQNKVKEU�KU�C�FKTGEV�CVVCEM� 
on the full participation by women in political and public life and their 
enjoyment of their human rights. The extent to which such online violence 
is used by State and non-State actors to spread disinformation aimed at 
discouraging women from participating in politics, swaying popular  
support away from politically-active women and influencing how men  
and women view particular issues has yet to be fully understood.61  

#EEQTFKPI�VQ�&K�/GEQ��IGPFGT�FKUKPHQTOCVKQP�ECP�DG�FGƒPGF�CU�VJG� 
dissemination of misleading or inaccurate information and images against 
YQOGP�RQNKVKECN�NGCFGTU��LQWTPCNKUVU�CPF�HGOCNG�RWDNKE�ƒIWTGU��HQNNQYKPI� 
storylines that are often based on misogyny, as well as gender stereotypes 
around the role of women.62 This type of disinformation is designed to alter  
the public understanding of the trajectory of women politicians for immediate 

https://doi.org/10.1093/bjc/azy052
https://doi.org/10.1108/978-1-83982-848-520211049
https://doi.org/10.1108/978-1-83982-848-520211049
https://undocs.org/A/73/301
https://www.disinfo.eu/advocacy/why-disinformation-is-a-cybersecurity-threat
https://www.disinfo.eu/advocacy/why-disinformation-is-a-cybersecurity-threat
https://www.unwomen.org/sites/default/files/Headquarters/Attachments/Sections/CSW/65/EGM/Di%20Meco_Online%20Threats_EP8_EGMCSW65.pdf
https://www.unwomen.org/sites/default/files/Headquarters/Attachments/Sections/CSW/65/EGM/Di%20Meco_Online%20Threats_EP8_EGMCSW65.pdf
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63. ,WFUQP��'���#VC[��#���-TCUQFQOUMK�,QPGU��#�����5OKVJ��,��
�������Engendering hate: The contours of state-aligned gendered disinforma-
tion online. Demos. JVVRU���CRQ�QTI�CW�UKVGU�FGHCWNV�ƒNGU�TGUQWTEG�ƒNGU���������CRQ�PKF�������RFH 

64. Di Meco, L. (2019). #SHEPERSISTED: Women, Politics & Power in the New Media World. JVVRU���YYY�KMPQYRQNKVKEU�QTI�UKVGU�FGHCWNV�
ƒNGU�������UJGRGTUKUVGFAƒPCN�RFH 

65. 5JQMGT��5��
�������1R��EKV���5JCTNCPF��.���GV�CN��
�������1R��EKV�
66. 5JQMGT��5��
�������1R��EKV�
67. Sharland, L., et al. (2021). Op. cit.

RQNKVKECN�ICKP�CPF�FKUEQWTCIG�YQOGP�HTQO�UGGMKPI�RQNKVKECN�ECTGGTU��+V�ECP� 
come from domestic political adversaries (including state actors) and result 
HTQO�HQTGKIP�KPVGTHGTGPEG��FGUGTXKPI�QH�URGEKƒE�CVVGPVKQP�FWG�VQ�KVU�PCVWTG��
volume and impact on democratic processes.

In this context, evidence has been found of state-aligned gender disinformation, 
in which actors who are part of a state or whose behaviour or interests align 
with a state engage in gender disinformation to promote political outcomes.63  
Similarly, there is also evidence of gender disinformation employed by foreign 
state actors to undermine democratic institutions in other countries. For  
GZCORNG��C�UETGGPUJQV�QH�C�HCMG�(CEGDQQM�RQUV�FKUEWUUKPI�PWFKV[�CDQWV�5XKV-
NCPC�<CNKUJEJWM��C�7MTCKPKCP�/2��YCU�CORNKƒGF�D[�UGXGTCN�4WUUKCP�YGDUKVGU�
CPF�VJGP�CEVKXGN[�UJCTGF�D[�7MTCKPKCP�UQEKCN�OGFKC�WUGTU�VQ�FKUETGFKV�JGT�CU�C�
politician and hinder her political career.64  

Related to gender disinformation is the phenomenon of terrorist radicalisation 
on the internet. There is a consensus in the literature on extremist violence that 
the internet is an “accelerator” of radicalisation, as extremist ideas become  
normalised within a community of individuals who validate each other;  
moreover, scholars in masculinities have recognised that individuals who  
perpetuate non-state political violence are overwhelmingly male, a common 
EJCTCEVGTKUVKE�VJCV�GZVGPFU�CETQUU�VJG�KFGQNQIKECN�URGEVTWO��OCMKPI�VJGO�OQTG�
NKMGN[�VQ�DG�VCTIGVGF�CPF�TGETWKVGF�D[�RQNKVKECNN[�XKQNGPV�ITQWRU�65 In particular, 
some of these online communities have been responsible for perpetuating  
cyberbullying against women, with doxxing and threats of physical and  
sexual violence being some of the most common tactics used to target  
feminist activists.66 In this context, gender analysis of these threats is  
necessary as it would allow an understanding of the different appeals that  
the various internet platforms offer to these groups and, therefore, address 
UQOG�QH�VJG�TKUMU�VJG[�RTGUGPV�VQ�RGCEG�CPF�UGEWTKV[�67 

https://apo.org.au/sites/default/files/resource-files/2020-10/apo-nid309184.pdf
https://www.iknowpolitics.org/sites/default/files/191105shepersisted_final.pdf
https://www.iknowpolitics.org/sites/default/files/191105shepersisted_final.pdf
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�������&KHHGTGPVKCN�8WNPGTCDKNKVKGU�CPF�C�&KXGTUKV[�QH�6CEVKEU��9JCV�6QQNMKVU�6GCEJ�7U�CDQWV�
Cybersecurity. Proceedings of the ACM on Human-Computer Interaction, 2. https://doi.org/10.1145/3274408 

69. +PVGTPCVKQPCN�6GNGEQOOWPKECVKQP�7PKQP��
�������0HDVXULQJ�GLJLWDO�GHYHORSPHQW��)DFWV�DQG�ͧJXUHV�����. https://www.itu.int/en/
+67�&�5VCVKUVKEU�2CIGU�HCEVU�FGHCWNV�CURZ 
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Influenced by feminist, queer and racial studies perspectives on vulnerability, and 
thus in contrast to dominant technical security discourses that frame security 
as an objective or universal value and the “insecure user” as an objective state, 
Pierce et al.’s notion of “differential vulnerabilities” recognises that different 
populations and individuals have different types and degrees of digital security 
XWNPGTCDKNKVKGU�CPF�OC[�DG�UWDLGEV�VQ�OKUEGNNCPGQWU�CVVCEMU�68 This concept, in 
turn, sidesteps the term “vulnerable populations”, which can stigmatise and  
disempower individuals so labelled and construct a power relationship in which 
TGUGCTEJGTU��GPIKPGGTU�QT�RQNKE[�OCMGTU�CUUWOG�VJG�TQNG�QH�RTQVGEVQTU��YJKEJ�
ECP�EQPVTKDWVG�VQ�TGCHƒTOKPI�KPGSWKVCDNG�RQYGT�TGNCVKQPU��+P�VJKU�NQIKE��FKHHGTGPVKCN�
vulnerability leads to a second related notion – that of differential trust –  
in that who trusts whom and for what purpose depends mainly on which  
users need to be protected and their position within particular groups and  
social contexts. In this context, differential vulnerabilities attributed to gender 
JCXG�GPLQ[GF�EQPUKFGTCDNG�RTQOKPGPEG��CU�YKNN�DG�UGGP�GXGP�KP�VJG�ƒGNF�QH� 
traditional cybersecurity.

In general, there are two dominant ways so far of considering the various  
differential vulnerabilities based on gender.

Internet access and digital skills

The most recent global data from the International Telecommunication  
7PKQP�
+67�69 shows that an average of 62% of men use the internet worldwide, 
compared to 57% of women. Although the digital gender gap has been  
narrowing in all regions of the world and has been virtually eliminated in the 
FGXGNQRGF�YQTNF�
����QH�OGP�CPF�����QH�YQOGP�CTG�EQPPGEVGF���UKIPKƒECPV�
gaps remain in less developed countries (31% of men vs. 19% of women) and 
KP�NCPFNQEMGF�FGXGNQRKPI�EQWPVTKGU�
����QH�OGP�XU������QH�YQOGP���+P�CFFKVKQP��
the gender gap remains particularly pronounced in Africa (35% of men versus 
24% of women) and the Arab states (68% of men versus 56% of women). 

C) DIFFERENTIAL VULNERABILITIES 
TO CYBER ATTACKS
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CO. JVVRU���WPGUFQE�WPGUEQ�QTI�CTM��������RH���������� 

71. Ibid.
72. Ibid.
73. van der Spuy, A., & Aavriti, N. (2018). Mapping research in gender and digital technology. APC. https://www.apc.org/en/pubs/map-

ping-research-gender-and-digital-technology 
74. <CPQNNK��$���,CPE\��%���)QP\CNG\��%���#TCWLQ�FQU�5CPVQU��&�����2TCFQ��&��
�������(GOKPKUV�KPHTCUVTWEVWTG�CPF�EQOOWPKV[�PGVYQTMU��#P�

QRRQTVWPKV[�VQ�TGVJKPM�QWT�EQPPGEVKQPU�HTQO�VJG�DQVVQO�WR��UGGMKPI�FKXGTUKV[�CPF�CWVQPQO[��+P�#��(KPNC[�
'F����Global Information 
Society Watch 2018: Community Networks. IDRC & APC. JVVRU���IKUYCVEJ�QTI�UKVGU�FGHCWNV�ƒNGU�IY����AV�AHGOKPKUVAKPHTCUVTWEWVTG�
pdf

However, the continuing decline in broadband connection prices and device 
EQUVU�JCU�PQV�RTGXGPVGF�RGQRNG��QPEG�EQPPGEVGF��HTQO�NCEMKPI�VJG�PGEGUUCT[�
UMKNNU�VQ�VCMG�CFXCPVCIG�QH�VJKU�VGEJPQNQI[�VQ�KORTQXG�VJGKT�NKXGU��/QTGQXGT�� 
CEEQTFKPI�VQ�'37#.5�CPF�70'5%1��VJGTG�KU�CORNG�GXKFGPEG�QH�VJG�UGXGTKV[�QH�
VJG�EWTTGPV�IGPFGT�ICRU�KP�FKIKVCN�UMKNNU��INQDCNN[��YQOGP�CTG�NGUU�NKMGN[�VQ� 
MPQY�JQY�VQ�QRGTCVG�C�UOCTVRJQPG��PCXKICVG�VJG�KPVGTPGV��WUG�UQEKCN�PGVYQTMU�
and understand how to safeguard information in digital media.70 Further,  
ethnographic studies conducted in countries and communities point to the fact 
that patriarchal cultures often prevent women and girls from developing digital 
UMKNNU��/QTG�YQTT[KPIN[��IGPFGT�ICRU�KP�FKIKVCN�UMKNNU�CRRGCT�VQ�DG�KPETGCUKPI�CU�
technologies become more sophisticated and expensive, despite interventions 
over at least two decades to move closer to gender equality.

6JG�IGPFGTGF�NCEM�QH�FKIKVCN�UMKNNU�RWVU�YQOGP�CV�RCTVKEWNCT�XWNPGTCDKNKV[�YJGP�
KV�EQOGU�VQ�OCPCIKPI�VJGKT�E[DGTUGEWTKV[��#U�UGGP�KP�VJG�70'5%1�CPF�'37#.5�
URGEKCN�TGRQTV�QP�VJG�IGPFGT�ICR�KP�FKIKVCN�UMKNNU�71 in many contexts, women  
and girls face concerns of physical violence if they own or borrow digital  
FGXKEGU��YJKEJ�KP�UQOG�ECUGU�NGCFU�VJGO�VQ�WUG�VJGO�KP�UGETGV��OCMKPI�VJGO�
OQTG�XWNPGTCDNG�VQ�QPNKPG�VJTGCVU�CPF�EQORQWPFKPI�VJG�FKHƒEWNV[�QH�CESWKTKPI�
FKIKVCN�UMKNNU��+P�CFFKVKQP��QHHNKPG�YQOGP�CTG�RCTVKEWNCTN[�CV�TKUM�KH�GZRQUGF�VQ� 
empty threats and impersonation schemes common in the digital world.  
9QOGP�YJQ�NCEM�FKIKVCN�UMKNNU�OC[�CNUQ�DG�WPCYCTG�VJCV�CIITGUUQTU�EQWNF� 
use technology to control them. In this sense: 

Women need digital competence to ensure their safety, both online and 
offline. Knowledge of how to protect personal data and ensure privacy 
online is important for all internet users but is particularly salient for 
YQOGP�CPF�IKTNU��YJQ�CTG�OQTG�NKMGN[�VQ�DG�VJG�VCTIGVU�QH�KPVGTPGV�ETKOGU�
and gender-based online violence.72  

1VJGT�HGOKPKUV�TGUGCTEJGTU�DGNKGXG�VJCV�VJG�CEEGUU�CPF�FKIKVCN�UMKNNU�ICR�HQT�
women has to do with power dynamics and structural imbalances, as access 
is provided through the state and its apparatus, and then controlled through 
other sites of power, whether by large corporations and institutions such as the 
school or university, or the family,73 spaces that often perpetuate hegemonic 
views of technologies.74 

Demographic factors in cybersecurity behaviour

The inclusion of human interactions in cybersecurity has led many researchers 
KP�VJG�ƒGNF�QH�ūDGJCXKQWTCN�KPHQTOCVKQP�UGEWTKV[Ŭ�VQ�HQEWU�QP�UVWF[KPI�VJG�JWOCP�
NC[GT�CPF�KVU�XWNPGTCDKNKV[�VQ�E[DGT�CVVCEMU��YJKEJ�ECP�DG�RTQFWEGF�D[�PGINKIGPEG��
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https://www.apc.org/en/pubs/mapping-research-gender-and-digital-technology
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OKUVCMGU��KNNPGUU��FGCVJ��KPUKFGT�VJTGCVU��CPF�UWUEGRVKDKNKV[�VQ�UQEKCN�GPIKPGGTKPI�75 
+P�QVJGT�YQTFU��UGEWTKV[�EQWPVGTOGCUWTGU�OWUV�VCMG�KPVQ�CEEQWPV�UQEKQ�VGEJPKECN�
aspects, beyond technical controls,76 as understanding individual differences in 
cybersecurity behaviours helps researchers, organisations and employees  
YQTMKPI�KP�VJG�UGEWTKV[�UGEVQT�VQ�EQORTGJGPF�VJG�UGPUKVKXKV[�VQ�RQVGPVKCN� 
UGEWTKV[�CVVCEMU�77  

In this context, the analysis of demographic aspects of individuals, such as  
CIG��IGPFGT�QT�GFWECVKQPCN�DCEMITQWPF��UGGMU�VQ�RTQXKFG�ENWGU�CDQWV�UGEWTKV[� 
behaviours, even if they are not always analysed from the context of power  
relations and social hierarchies as in intersectional theory. In this context, 
much of this research has revealed evidence of gender differences around  
cybersecurity beliefs and behavioural intentions, in addition to drawing on  
psychological factors to explain behaviours related to the cybersecurity  
domain.78�6JWU��VJG�TGUWNVU�CTG�XCTKGF��HQT�UQOG��YQOGPŨU�UGNH�GHƒECE[� 
concerning cybersecurity is lower than men’s; others show that women’s level 
of awareness of personal data protection is lower than men’s; some point to 
women’s software updating behaviour being higher than men’s, and some even 
point to a relationship between women’s emotional instability and being more 
vulnerable to phishing.79  In this context, the role of gender in cybersecurity 
behaviours is still unclear and needs to be further examined.80 Nevertheless, 
these results, in addition to their methodologies, should be examined with care, 
GURGEKCNN[�YJGP�VJG[�FQ�PQV�OCMG�TQQO�HQT�VJG�EQPVTKDWVKQPU�QH�KPVGTUGEVKQPCN�
IGPFGT�VJGQT[�VJCV�EQWNF�JGNR�VQ�EQORNGZKH[�VJG�NQQM�CPF�CXQKF�HCNNKPI�KPVQ�VJG�
biologisation and universalisation of cultural differences between males and 
females. Some critical voices point out, for example, that:

The literature surrounding sex and security behaviour has been mixed, 
YKVJ�UQOG�TGUGCTEJGTU�ƒPFKPI�UGZ�FKHHGTGPEGU�YJKNUV�QVJGTU�HQWPF� 
none. We argue that any difference hypothetically present would be a 
socially constructed one, not a genetically caused one, and, as such, it 
PGEGUUKVCVGU�NQQMKPI�VQYCTF�UGZ�V[RGF�EJCTCEVGTKUVKEU�CU�VJG�GZRTGUUKQP�
QH�KFGCNKUGF�IGPFGT�GZRTGUUKQP�TCVJGT�VJCP�NQQMKPI�CV�UGZ�CNQPG�81  

https://doi.org/10.1145/3349266.3351407
https://doi.org/10.1016/j.cose.2020.101931
https://doi.org/10.1016/j.cose.2017.11.015
https://doi.org/10.1016/j.chb.2016.12.040
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�������1R��EKV�
85. ,QJTK��0��
���������0QXGODGT���+PFKCŨU�KPVGTPGV�UJWVFQYPU�HWPEVKQP�NKMG�ŧKPXKUKDKNKV[�ENQCMUŨ��DW. https://www.dw.com/en/indias-in-

VGTPGV�UJWVFQYPU�HWPEVKQP�NKMG�KPXKUKDKNKV[�ENQCMU�C��������� 
86. #EGPI��5��
���������&GEGODGT���+PVGTPGV�5JWVFQYPU��#P�'XCNWCVKQP�QH�9QOGPŨU�1PNKPG�'ZRTGUUKQP�CPF�2CTVKEKRCVKQP�KP�7ICPFC��

The GNI Blog. JVVRU���OGFKWO�EQO�INQDCN�PGVYQTM�KPKVKCVKXG�EQNNGEVKQP�KPVGTPGV�UJWVFQYPU�CP�GXCNWCVKQP�QH�YQOGPU�QPNKPG�GZ-
pression-and-participation-in-uganda-8a4cac7bc479 

87. $TQYP��&�����2[VNCM��#��
�������1R��EKV�

D) DIFFERENTIAL IMPACT OF CYBER 
INCIDENTS BASED ON GENDER

People experience online threats differently based on their identities and  
experiences, so it is necessary to understand that what is considered a “threat” 
in cybersecurity has gendered considerations. In other words, “traditional” threats 
in cybersecurity, such as espionage, economic theft, intrusion or disruption of 
RGTUQPCN�FGXKEGU�CPF�PGVYQTMU��JCXG�FKHHGTGPVKCVGF�EQPUGSWGPEGU�DCUGF�QP 
the gender of the individuals affected, among other intersectional factors.82  
.KMGYKUG��KV�KU�TGEQIPKUGF�VJCV�CVVCEMU�VJCV�EQPUVKVWVG�IGPFGT�DCUGF�XKQNGPEG� 
on the internet, such as doxxing, cyberbullying, and non-consensual  
dissemination of intimate images, are also threats that can arise from the  
KPVTWUKQP�QT�FKUTWRVKQP�QH�RGTUQPCN�FGXKEGU�CPF�PGVYQTMU�83 

A classic case in the analysis is the differentiated affectations of personal data 
NGCMCIG��6JCV�KU��YKVJ�VJG�WPFGTUVCPFKPI�VJCV�FCVC�EQNNGEVKQP�PGXGT�VCMGU�RNCEG� 
in a gender-neutral environment, when data breaches occur, they may have a 
more severe impact on women and LGBTIQ people due to historical and  
structural inequalities in power relations based on gender and sexuality.84  
Another phenomenon that has been widely analysed is the state’s attempts  
VQ�OCPCIG�CPF�IQXGTP�PGVYQTMU��KP�YJKEJ�KPETGCUKPIN[�EQOOQP�KPVGTPGV� 
outages create particular vulnerabilities for women and marginalised  
communities. Thus, it has been documented how internet shutdowns have  
a particularly adverse effect on women who, in their local realities, cannot have 
a presence in traditional public spaces, so not having access to the internet and 
VJGKT�EQPUGSWGPV�NCEM�QH�CEEGUU�VQ�KPHQTOCVKQP�KU�FKTGEVN[�FGVTKOGPVCN�VQ�VJGKT�
rights and freedoms.85��+P�7ICPFC��HQT�GZCORNG��VJG�KPVGTPGV�UJWVFQYPU�CHHGEVGF�
their essential role in national development as it is urban women who regularly 
access development programmes online.86�+PFGGF��$TQYP�CPF�2[VNCM�KFGPVKH[�
the consequences of internet shutdowns on the personal safety of women and 
LGBTIQ people who use their mobile devices and communication channels as a 
security tool, the economic and professional costs paid by women in formal and 
informal economies, the effects on emotional well-being and, of course, at the 
educational level when women are relegated from traditional spaces, and the 
internet becomes an opportunity to access education.87 
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Security analyses in cybersecurity typically begin with “threat modelling”: a 
U[UVGOCVKE�CPCN[UKU�QH�VJG�RTQƒNG�QH�VJG�NKMGN[�CVVCEMGT��VJG�OQUV�NKMGN[�CVVCEM�
XGEVQTU��CPF�VJG�CUUGVU�OQUV�FGUKTGF�D[�CP�CVVCEMGT��6JWU��HQT�5NWRUMC��VJTGCV�
modelling would reflect assumptions about the causes of insecurity among 
technology users.88 But, as evidenced, people experience online threats  
differently depending on their identities and experiences. As such, many  
TGUGCTEJ�RCRGTU�CTG�OQXKPI�HQTYCTF�KP�ETGCVKPI�PGY�E[DGTUGEWTKV[�HTCOGYQTMU�
(using the basic pillars of design, defence and response prevalent among  
RTCEVKVKQPGTU�CPF�RQNKE[�OCMGTU���CFXCPEKPI�KP�KPENWFKPI�IGPFGT�EQPUKFGTCVKQPU�
within those elements.89 In this way, cybersecurity research that engages  
meaningfully with heretofore underserved groups could enable the 
development of cybersecurity systems designed to be more resilient to  
the range of threats that humans actually experience.90 

1P�VJG�QPG�JCPF��VJGTG�KU�VJG�FGUKIP�RKNNCT�YJKEJ��CU�UVCVGF�D[�/KNNCT�GV�CN���UGGMU�
to incorporate security into socio-technological systems to prevent or mitigate 
XWNPGTCDKNKVKGU�CPF�CVVCEMU�91 The conception of cybersecurity employed in 
VGEJPQNQIKECN�FGUKIP�KU�IGPFGTGF��IKXGP�VJCV�VJTGCV�OQFGNU��WUGT�PQVKƒECVKQP�CPF�
control procedures, and the advertising of cybersecurity technologies, mean 
that women (or gender groups in a more vulnerable position in a particular  
EQPVGZV��CTG�OQTG�NKMGN[�VQ�JCXG�E[DGTUGEWTKV[�VJTGCVU�OKPKOKUGF�QT�QOKVVGF�92  
VQ�JCXG�OQTG�CFFKVKQPCN�UGEWTKV[�DWTFGPU��CPF�VQ�OQTG�NKMGN[�DG�CHHGEVGF�D[�
cybersecurity advertising that is disingenuous in the dangers to them.93 Mindful 
of this reality as technical mitigation strategies will not comprehensively “solve” 
technology abuse problems in the context of gender-based violence perpetrated 
VJTQWIJ�VJG�+Q6��5NWRMUC�CPF�6CPE\GT�DGNKGXG�VJCV�TCVJGT�VJCP�UGGMKPI�VQ� 
eliminate all sources of vulnerability, it is more advantageous for industry  
RNC[GTU�VQ�VJKPM�KP�VGTOU�QH�DGPGƒEKCN�FGUKIP�RCVVGTPU�VJCV��HQT�GZCORNG��CFXCPEG�
FGUKIP�WUCDKNKV[�HQT�VJQUG�YJQ�CTG�CDWUGF�CPF�OCMG�KV�OQTG�FKHƒEWNV�HQT�VJQUG�
who perpetrate abuse.94 Also, the technology sector should be flexible enough 
VQ�OQFKH[�CPF�TGFGUKIP�U[UVGOU�CHVGT�KORNGOGPVCVKQP��YJKEJ�YQWNF�DGPGƒV�
victims/survivors of gender-based violence and mainstream users because of 

E) RECONFIGURING CYBERSECURITY 
ANALYSIS FRAMEWORKS
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95. 5NWRUMC��,���&CYUQP�&WEMYQTVJ��5���0GHH��)���GV�CN��
�������1R��EKV�
96. Millar, K., Shires, J., & Tropina, T. (2021). Op. cit.

the security and privacy improvements that can be designed and implemented. 
There is also consensus on the need for the design pillar to be participatory, i.e. 
deploying methodologies to listen to citizens’ concerns to broaden the scope of 
E[DGTUGEWTKV[�VJTGCV�OQFGNNKPI��(QT�5NWRUMC��&CYUQP�&WEMYQTVJ��0GHH�GV�CN���KV�KU�
about creating threat modelling for humans rather than systems.95 

Millar et al. further advance how gender influences the defence and incident 
response pillars.96 In the former, due to its military roots, there are norms highly 
associated with masculinity, so prioritisation of the idea of cybersecurity for 
states and corporations occurs, leaving people behind. Gender norms around 
XWNPGTCDKNKV[�ECP�OCMG�KV�FKHƒEWNV�VQ�CFOKV�OKUVCMGU��UGGM�JGNR�QT�YQTM�EQQRGTC-
tively, creating a reluctance to effectively implement cybersecurity defences  
and improve transparency around cybersecurity incident disclosure. At the  
incident response stage, there are several aspects from a gender perspective 
VJCV�UJQWNF�DG�EQPUKFGTGF��VJG�RTKQTKV[�IKXGP�VQ�CVVCEMU�VJCV�CTG�EQTRQTCVG�QXGT 
those affecting individuals, the way help is provided through highly coded  
NCPIWCIG��VJG�TG�XKEVKOKUCVKQP�QH�XKEVKOU�
G�I��D[�DNCOKPI�VJGO�HQT�CVVCEMU���QT�
the very over-masculinised composition of Computer Emergency Response 
Teams (CERTs or CSIRTs).
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F) FEMINIST AUTONOMOUS  
INTERNET INFRASTRUCTURE

The contemporary internet infrastructure is designed and thought out in a way 
VJCV�DCTGN[�VCMGU�KPVQ�CEEQWPV�UKVWCVGF�GZRGTKGPEGU��YJKEJ�CNUQ�GZRNCKPU�YJ[�
commercial platforms perpetuate long-established forms of violence against 
women, offering limited tools to address them adequately; in other words, most 
of the techno-political choices and relationships behind these devices do not 
address the needs of groups affected by structural inequalities, such as those 
of gender, race, ethnicity and class.97 In response to this reality, feminism  
VWTPU�VQ�VJG�KPVGTPGV�KPHTCUVTWEVWTG�KP�QTFGT�VQ�DTGCM�YKVJ�WPKXGTUCNKUCVKQPU�CPF�
relieve the local and situated experiences with partnerships and the exchange 
QH�MPQYNGFIG�CPF�VGEJPKSWGU�98 The design and development of autonomous 
KPHTCUVTWEVWTGU�UGGM�VQ�DWKNF�KPFGRGPFGPEG�CPF�CNVGTPCVKXG�GEQPQOKE�U[UVGOU��
GZEJCPIG��ITQYVJ��YQTM��CPF�OWVWCN�ECTG�CPF�TGURGEV�99 Moreover, Prado et al. 
point out that adding the word “feminist” to infrastructures and proposing the 
intersectional perspective or social solidarities highlights the non-neutrality of 
technologies and devices that serve the functioning of the internet.100 It also 
proposes a shift in the approach to cybersecurity: from one centred on the 
importance of individual privacy and the need to protect and defend against 
CVVCEMU�VQ�C�EQNNGEVKXG�HTCOGYQTM�QH�ECTG�CPF�GVJKEU�YKVJKP�CPF�QWVUKFG� 
communities. Notably, it indicates the need to build spaces – online and  
QHHNKPG�Ť�HTGG�HTQO�CVVCEMU��YJGTG�VJG�HTGGFQO�QH�GZRTGUUKQP�QH�YQOGP��$NCEM�
populations and LGBTIQ people, among others, must be guaranteed.101 
A crucial part of this feminist infrastructure is the development of community 
PGVYQTMU��#NQPI�VJG�NKPGU�QH�CWVQPQOQWU�HGOKPKUV�KPHTCUVTWEVWTG��VJGUG� 
EQOOWPKV[�PGVYQTMU�EJCNNGPIG�CPFTQEGPVTKUO�CPF�EQNQPKCNKUO�CPF�ETKVKEKUG�
VJG�JGIGOQPKE�KFGC�VJCV�VJGUG�PGVYQTMU�CTG�QPN[�EQPEGKXGF�HQT�CEEGUU�YKVJQWV�
VCMKPI�KPVQ�CEEQWPV�RTQVQEQNU��UQHVYCTG�CPF�KPHTCUVTWEVWTG�FGUKIP��KP�CFFKVKQP�VQ�
QVJGT�EQNNGEVKXG�CEVKQPU�VJCV�UGGM�VJG�YGNHCTG�QH�YQOGP�KP�VJGKT�FKXGTUKV[�102 

97. Prado, D., de Araújo, D. C., & Mourão Kanashiro, M. (2020). Tecnologias, infraestruturas e redes feministas: potências no processo 
de ruptura com o legado colonial e androcêntrico. Cadernos Pagu, 59. https://doi.org/10.1590/18094449202000590003; Lobato, L. 
C., & Gonzalez, C. (2020). Embodying the web, recoding gender: How feminists are shaping progressive politics in Latin America. 
First Monday, 25(5). https://doi.org/10.5210/fm.v25i5.10129 

98. Prado, D., de Araújo, D. C., & Mourão Kanashiro, M. (2020). Op. cit.
99. van der Spuy, A., & Aavriti, N. (2018). Op. cit.
100. Prado, D., de Araújo, D. C., & Mourão Kanashiro, M. (2020). Op. cit.
101. van der Spuy, A., & Aavriti, N. (2018). Op. cit.; Zanolli, B., Jancz, C., Gonzalez, C., dos Santos, D. A., & Prado, D. (2018). Op. cit. 
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G) INTERNATIONAL PUBLIC  
POLICIES ON CYBERSECURITY

It is noteworthy to highlight the impetus that agendas such as the Women, 
Peace and Security (WPS) Agenda have given to gender in international public 
policy on cybersecurity. 

For some time now, feminist researchers in international relations have  
questioned conventional security studies for their binary approaches to i 
nternal/external and personal/political violence and their view of conflicts from 
C�VQR�FQYP�QT�UVTWEVWTCN�RGTURGEVKXG��+P�EQPVTCUV��HGOKPKUVU�JCXG�IGPGTCNN[�VCMGP�
a bottom-up approach to analyse the impact of war at the micro-level.103 Along 
these lines, the WPS Agenda has built a consensus on how women are uniquely 
and disproportionately affected by conflicts and other threats to international 
peace and security.104 

Despite all these advances, human rights and “international security” are  
UQOGVKOGU�MGRV�UGRCTCVG��OGCPKPI�VJCV�YJKNG�JWOCP�TKIJVU�UJQWNF�DG�C� 
consideration when discussing international cybersecurity, the reality is that 
VJKU�JCU�TCTGN[�DGGP�VJG�ECUG��#U�C�TGUWNV��NGUU�KU�MPQYP�CDQWV�JQY�OCNKEKQWU�
international cyber operations between states affect people differently based 
QP�IGPFGT�QT�QVJGT�EJCTCEVGTKUVKEU�VJCV�OC[�RWV�VJGO�CV�TKUM�QH�XWNPGTCDKNKV[�105 
Moreover, despite evidence that inequality and discrimination underlying  
people’s gender and other intersectional intersections also influence the level  
of consequences experienced when facing a cyber incident, the WPS frame-
YQTM�JCU�PQV�DGGP�U[UVGOCVKECNN[�CRRNKGF�VQ�E[DGTURCEG��UQ�VJGTG�KU�NKVVNG�FCVC�
on how this differential impact in the ICT domain can be better understood and 
addressed in the context of international security.106  

However, little by little, multilateral processes on cybersecurity have recently 
UVCTVGF�VQ�KPENWFG�QHƒEKCN�UVCVGOGPVU�FTCYKPI�CVVGPVKQP�VQ�IGPFGT�FKOGPUKQPU��
DWV�UVKNN�KP�CP�QXGTN[�VKOKF�CPF�NKOKVGF�OCPPGT��CU�YCU�VJG�ECUG�KP�VJG�ƒPCN�TGRQTV�
QH�VJG�70�1RGP�GPFGF�9QTMKPI�)TQWR�QP�E[DGTUGEWTKV[��+PFGGF��FGURKVG�VJG�
fact that several delegations had stated the need to mainstream gender in the 
implementation of cyber standards, build gender-sensitive capacities, and better 
WPFGTUVCPF�VJG�NKPMU�DGVYGGP�E[DGTUGEWTKV[�CPF�IGPFGT�GSWCNKV[�HTCOGYQTMU��
progress was unsatisfactory.107 

103. 6KEMPGT��,��#��
�������1R��EKV�
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This literature review has gathered information from diverse sources that  
work from different perspectives on gender in cybersecurity. These various  
approaches analyse gender from the context of unequal power relations as  
well as only a demographic factor. However, despite this vast diversity, it is  
possible to appreciate cross-cutting concepts of coincidence and particular 
themes where more evidence and studies are gathered. We have evidenced 
how more and more interest can be found in this topic, although a more or less 
ordered body of theory and practice is not yet apparent. In this context, this 
document proposes an ordering that can help organisations, academia and 
policy makers suggest their own maps of progress to deepen knowledge and/
or increase the scope of knowledge in other areas of cybersecurity yet to be 
covered by a gender perspective.

VI. CONCLUSIONS
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